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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a mobile device 
for a mobile telecommunications network providing 
intrusion detection. 

SOLUTION: The mobile device (355) operable in a mobile 
telecommunications network (300) is equipped with a 
memory module (274) for storing data in machine 
readable format for retrieval and execution by a central ' 
processing unit (272) and an operating system (275) 
operable to execute an intrusion detection application 
(91) stored in the memory module (274). 
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*Uy^*fi«-r*j:f:S«T?t«. ^>7^>i PSS 

ffiic i o T^^n5« tmmmmt, mwmt 

5ltC^tB^ri5CfcT-fe5c *Xh^-X©I PS 

fc^y^x h ^-/^fc^t 5a*©-sp-efe 5 mm 

40 n/c/^r-y hoiMt%^trfe», i p sm. 

3Wft*o-»-e*«!:f!l»f?n5^ ^>7^^I P 

h(cj:^T^-v ; ^Ca57Dhn 
;VX^ -y ^©±ffi W^tiiML^^ct 3 1 L, ^©^ 

7 F 7- £ 2?. 5 W±* -y h 7- ^ rt^ 5 
^c,-9--/^{S«t5^i:Ta55c S6t, -fyy-fy 

50 ipswta, jy ; ?'{yipsfft%mtvyt*m 



(5) 



ffPwl 2003-228552 



>y Ftffl&^ffcSftT^&i^W^fcfcttST'n Fn/l/X 

i ps«\ ^>7^>i PS^xh-rs^-^tiRHJ 
& tifc-f > V K F 7 -y ^ Is J: tf ^ ^ 6» 
€£ft577F/V7yFF7fc'y^ft J ffttf7nF:3 
;l/X*-y*£iIfiLfttffttfa5>ftl\fcfc, tfJTfr< F 

[ooi i] psatB®pjjiSii«*v^ 

^*^->XfA©illclitetffe§„ -YVt-T^E 10 

ia^"f^Sr*38£La5. ?£t, y>7Y>ip 

Stt, Jy=>4y\ P S%*XhtSn-*;l/-9— Kt 
fcttS Fvfc-y^LfriBILft^fcik £g?&*a~f 
Ur-f t J: ^TfrfrtiS -y F7-^©£ 

7n- tT > ^ **ffl-r 3 z. t T* * 4i#\, 
[0 0 12] *>yF7-£^-X, ftXF^-X, fc<k 

ovy^-ry^-xoi pssffiwena, ±»Lfe 20 
©BfsnsififcfB^f s 1 ■3gjfc{±jg»<£H'^:/ fh£* 

*-XA^#t?o -Y^M^ ieSORltl^-ilO^Xr 
Sftfctt8l*£A,Tfc«J:tr\, IPStiSfc, fStfr^*- 

ifctf-ptS, ^ZESAWS^yHcffjlirST-* 30 

mmzm^y'^-iitt i p sfitfe5Lt« 

^aVfc^ffTSttift^rt-XAfc I P Srtfc«*5 
[0 0 13] ^^aUr^->XrA(D^fig(ct5^Ttt£ti 

^fc 0 ££t, Microsoft©W i ndowsCE (gg 
iSSO fcitfPalm Computing© P almOS (9SA 40 

P^©*,I§y77Uy->'3y^i:n?>77-y F7*- 
AKS£iMrcfc«f8MiS::f:TfcSo £<©E£#©7 
yVtr-yaytf, §§SSte*^tfllicrosoft©W i nd 

owsce (sgtisffl) twsntsft, 

[00 14] 

[?«fgi$LJ;9fc?-3a;i] Fn^©*«77D* 
— >3>*^/U;V«§§{c-H^yxh-;l/^n5i:, 



LTOffiOS'XxAfcit-rs&SOMik Sfcfiffi©;! 

^uy^^-mnsouy^^-^mtitm^u 
mmwtu fr-o/-8irc&&U)i>mfr$ts*v f 

[0 0 15] 

mn <Dtz*b t v 5/ t> nlfi|7 * - v -y F Tr- 2 

S * * U * 3?a-A/ 1 „ * * U ^S^i-n/fctt 
ft*4i5^ESA«lffl77'U*-^3>*llfif , r5J:3 

icmmm^t^-T^y^z/XTht, 

[0 0 16] *^oSiJ©*M^tJ;nti\ *E£A 

ftta^xrA^fa-rs^'y f7-*©/-f*i?&o 

* J:tf*fTOfc*KTS/>K*Bl 0 oJtl7 -y F T* 
r- 2 ***Jf ?> * * 'J * S^a > 7n F 3/1/ F 5 
-i7<fc±tf«tt7*-feXM»F7>C/<*tt*5*'y H7 
-*X?>^*I^ ^EflAffi»^XrAta77y 
3 yfc^frtS i 5 KBff RlffiftJl-^U- y 
^>XrAt, aulBWa77y*->'3>(±, 
*<y h7-^a*/U-7U*£« , r*r4 1 Xb77-f;UA 
7j^§«L, r+xh7 7'f;i/A7:%, 

mmmy^^Lxm^^^^yr^)^^ 

JiVWmMmtZ «fc 5 fcftf^RT«"T?*«/- KaWKR 
[0 0 17] *%W, *fgi¥§©gWfc±tf*J£©J:t>^ 

[0 0 18] 

t{c<t^Tgfej;<a(»^n§ 0 

[0 0 19] Hit, 3>lfa-^->XrA^a^fT 

>3 OtlpJtten/c^^XrAl^tWSW^, W 
itZtttiWPFEmZ.Zy h<7-5 4 0«jS*^f. « 
fWlOlt IRC Tn^'yFj 77U*— >3> 
t £&SHftifll3£ < oSffi© 5 -6® l ot J; Sffiit© 

ROS*x-J?x > h 2 0 A ft^ L 2 0 N t X 

tf ri»x-i; x >Fj fcts»*n5a*i—>*x>F 
2 o Aft^t 2 onmlt, 'mmKmmmvx> 



9 

?T*3bi. ®WR©iMRa**«Wv3/y 3 Ofctt 
LTBB5&-r5Cli:A^f So «fcn?S/>3 Ott, JfcSIx 
— 7x > F 2 0 A &V"> L 2 0 N 4: 3 [H]B#l£lifr c, ©j£ 

2 0 AS^L2 ON(477-f7>'M£S77ll'!r-S>'H 

h 7-714, #Hvi/>l 0irl£¥x-S>'x>h2 0A 
%t^L 2 0 NOHtfe5?ilStBII#-rSS ?>&3 v-» 

X - S> x V h 2 0 A & ^ L 2 0 N ^« T 3 T ^ 

M«©& 5 ^n-^^-^S J±SW t S v y y 3 

mw^yy 3 ozimtzm-mm^yy i o 

*«4^ftO«l**BffllLTfe«tV\ H«v-»f4, <t 

t*ct&&<., x%m-?yyi oic&zmw^^yw 

[0 0 2 0] 02fc(4, *KWOHJBB«CJ:«*yb 
7-7-^-7 £\ *7h^-7/7-FA-7jg)&©^ 

A*^to 1 otfcttltR©*? h7-* 1 0 0(4, ;b 
-7 4 5$fcttfl&OfVVX*ftLT^>*-*-y h 5 
0t-ry^7x-Xf§i:t!b^tSo H^OMTtt, 
2 0«D-f— fr*? KSft&iO*? h7-7 5 5*s<fctf 
5 6tf*? h7-*l OOfc^Stl*. Y^7h 
(a§M0*>y h7-75 5(4, ^x7n>f>7^ 

2 7 0 B £#ty„ J -y h * -y h 7 

-7 5 6«, F^^>^^-^2 7 0 C, 
2 7 0D, T-7^-7-9— ^2 7 0 E, t5iD*7r^ 
;l/^-^2 7 0 F£#ty 0 >T— 9"*«y KSSffiS) 5 5 
t 5 60*H£EHStt577>f T^-zU/^n + S/ 
;b-76 oti, **aUr*:feJ:ff7Kl/;*j!Hfc**y 
b7— J'5 6©#Si/X7 1 Afe:ffiffi-r5o *-yF7-7 
^-7© I P S«t§8 Ofeitf 8 1 fi^ft^ft, 
77*-;U/7n*>';i/-? 6 oosHBTiafcsn, -f 
— 9-^-y F (SSiffiS) 5 5 *?«}: tf 5 6 <D l ■oSfcttSS 

S £77-f77*-;U/7n*v';U-#6 0©ftAKfiSt 
iALfcfi!ciM¥©IBS^l1-5o F 7-7^-7 
©IPS«g§80fc«tt>*81 tt^n^tU Kt>£/u/c* 
>y F 7-77 l/-A*JtlW Silt OT»*5BBJIoa» 
yf%^^ fct4;l/-;F©7-7^-7 8 0 A£<fclf 8 

i A******** (*\ a&siHi, JSMasns) o 

&3W4, *-r-?^-X (H^-a-f) ***h7- 
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7 1 0 Ort©4^fc8EBU %v V 7-7^-7© I P 
Stt»8 0fc£tf8 l#Cftfc7**XLTfeJ:V»o L 
fttfoT, *>yh 7-7^-7© I PSlfg§8 0t4, ■< 
y#—*y F 5 0fr£*<y h7-7 1 0 0^\©-l'y/^7 
y FT^T— 9-^>y h (SISI)^7 h 7-7 5 5 

ts-r^To/^yhSEa-rsc^^-ets. mm 

K, *-y h 7-7^-7© I PSHffi8 1tt, 
•yKSSiSa)*«yh7-^5 6'\o3SUlKo^r, 7 
7 ^ 77 * -)]y/fu^yil~ 7 6 0 K J: o Tig^ftS 
10 t^TO/^yhiESLJtHt-rSCfc^TtSo IP 
SWS7-K8 5 feSfc*y 1-7-7 1 0 0©-gPT*& 
SdfctfTt, *-y F7-7 1 0 OfcfetfS IPSny 

[0 0 2 1] ±E*>y 1-7- 7^-7 ©^EMARSiPv' 
XfAO^*8*T, *7h-<-7t7-F^-7g 
JSO^jEftAB&lJIv'X-rAff, ££4*-y h7-7 1 0 
OtefcttSY-U^-y MeSiSig)* «y h7-7 5 5fc 
iy'5 6©, t-A2 7 0AS^L2 7 0N (*W*H* 

t-{4 ry-Fj fcfcfssns) ^my-vznz'm 

20 T^fifi-T5i:t!!)WSLV\ SS7-F8 5(4, *-y F 
7-7^-7© I P SHt§8 0fecttf8 l©Vfn*M 

o s samiiiifii^nsx-^xyF^-xty-F^ 

-7gfi?©I PS^^-rS, *>yF7-7l 0 0©7- 

F©^-rn^{c «t <3^iEfiA^^> h^ttfflsna t, 

*-yF7-7l OOrtO^y-KA^ffffifeSlfSo 
i)PAT> &7-F2 7 0 A&^L2 7 0 Ft4 ; £ft ; ftl, 

1SU n-A;l/*-y F7-77b-.M3<fctf/3:fcHv< 

30 P-*;l/7r-r;V^XxA5:SfflL5§ 0 

[0 0 2 2] »SL<tt» *-yF7-7^-7©I PS 
SSSOfe^O-'S 1E4, *>yF7-71 00©1»-Y- 
**-v HaSffifiD 5 5J3it;5 6±©*-y F7-* F 
7 1 y i'OEJSf I80i>t / f >f T-feS. fcjS*-yF 

7^-7© I PS«S8 043<fctf8 lit. J6FSb<t±, 
S-T— 9-*-y h(aa»*-y h7-7 5 5 33<fctf 5 6 

£**7'^irRAM&f8*5, ) ijDK.T, *'yh7-7^ 
40 -7© I P S«f§ 8 0 *5<ktf 8 1 tl^fn, * y b 7 
-7h7ty7^7^;l/7U>7t5ftfe(CM-F7x 
7^-X(D7Y;W«i^Li:WIU^ *-yF 
7-7-<-7© I P S S?H» 8 0i3£Z?8 1 1 i5 I P S 
7^7 U ^7(477 h7x7-e*ffiLTfccU\, 

tt, (f , I P S W97— F 8 5 ©gjRtc 4; o > 4±a 
*>yF7-7±©f^T©^T'{4*< loffcfiaa 

{4\ 7x7-9—^2 7 0At7FU^JB£«nfc*y h 
50 7-7r-7F7k'y7©*i^ffi1-§j:3K*<y by 
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-?^-X© I P S&8S8 OCJi^LTtxfc^o 
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[0 0 2 3] *XF^-X//-F^-XjI$©^IE« *«fctf^6BOr-*'9--lf^*SMt1" SffiO^ri** 

5 K2SiaaD*v F7-£5 5*itf5 [0025] i p s7^u^—>3 yvrfyzfyz* 

6±©T^T©/-F2 7 0 A&l^L2 7 ONtcHfe-f fB^jA/ufc 7- F©M^L'-f >f 0 

§CM^5„ iLT> &/-F(i, **^S®aS 3fc^-r49t<:, *>yF7-*, fc 

■ (CPU) fc, CPUtiD^^tfUfT^nsv hSfctt^yh?*? Ffr5>HW/-F#'g<lt37b 

yymmmfc?- F*«tt-rs«fc o tciifwa^ -a©x> f u F*j£gt s*? f 7-7 7n f 

t'Jt^-Ai:, ZtHZ-ZnyvVvkBtteH^yV ?)iz$'v59 O^^lc^tSo gr*©*-y F7-7X 
a-^^lAStftt, SSESftSr-fXTW*- 10 *>y*9 0(±, K&©Wi ndowsNT (SgiftS) 

*-*'-F, ^7X, S/c«giJ©K^ffijaffl« ^tW7 F7-?7 , nF3;bX*-y?£3IU *58 

X7, fftlir-**«««J:5lcIlffRrii4BiJ03 ?&&o LfrU *IEKl±, 0*©*>y F7-7X*<y 

>#-*>F3M&l«{*«, ^Ut^a-JMcSS ^9 0©*f5£©f»|ig£2tvf, X^-y^9 0ii*5§ 

U 7ttU^v>a-;bti07^-tXSltgT^f), n- Woa«¥*g^tt5^»ta^5nSiii:*a*?n 

jjiiT-iEiiXJ^yvtskti^iEiikJ^yYmzu *7h7-7X?7?9oa, fe^F7^/^> 

#-r5 1oSfc{i1ia<0r-^"<-X*fil«fSc:i:t *7x-X (TDI) 1 25, K3SK7>f^l3 0, 7° 

•etSo fcfcfclf, &y-F©7-h7-y7T$£;MU PFn;bK7^Ai 3 5, &4tfW!tt&K{t 1 0 1 t 

-T-jyVyZT^Zt^Vti/a.-Mcxn-VtZZ. ^>#7x-Xt3ffift77-feX»f (MAC) F5-f 
fctfT't, *^l/~r-f >^>.XrAl±, 7nFn;l/X 20 /Si 4 5%3t?„ KF7W>^7i-Xl 2 5 

*y*©^>**:/*fcStffcHHA-F7i7i:©-l' ti, KMF^^l 3 0fcj:5±ffi©7ri';V>'XTi» 

>*7x-x, W7ox^-;a-ij>^ Ett»Jt)3 F7-f/*fc*-ry*7x-xi"543fcaH6"$"s. Lfe 

ffiU"W77 ^iTt^a-^ifo LfctfoT, (redirector) §^b-ri' >^>XrA F^/W 

#58#D*Xb^-Xfc7-F^-XiI#©I PStc4 lW^Pb3;l/F7^l 3 5 fcO-fe-y^a >&jSft 

oT&»Stt5£/-F(i, iSM^-FrVX^fp^H tS, $ fttt/WVf-f V^?t5J: 5 ttSo bfctf 

TaWBflE-P*»), **SJM&^II(c4?T3SfTPj£ DP, TCP, NetBEUI, SfcBffl©*? b7- 
41 PSV7F7x777'U^-b3>^Wt§o in A S feli h 7 h W+^d h n;K Ic7?-fe 

T, I P S77Uy-i>3>'(D^yX^>X^^T : -r§ 30 X*§ C ttfTt, Cft(c4 <? 'J #V W7n F 3 

&/-F&, F*a*>b<fc£ftfc«*©5'?**+1£ ;l/*^i64Ufefc©fe:ft5 0 7n F n;b F^/S 1 3 5 

a*«W(|j«fr67xyf-U r-*©/^F3;fc(i «, Wfi«ftl 0 1 £fl-LT*y F7-77u Fn 

7U-AfcJt8LT^OHOWl5**tH"rsa-*;I/T ^7^9 0»Xh«3>^i-?fr^7 F7 

-*^-X£WrSo I DStf- ^(cfctts^y F3; -^±©giJ©nyt!a-^$rc{i«StL<ttgiJO*y 

rctt7l/-AHT«(S*'ttai3tiSi:, SSWi'Jf h7-*(cgfiSft5T-*/<$-'y FfctttftSo NT 

-f ¥Jfi©ffifc© 1 o S fcfiStS*^ T § C i: T £ * -y F 7- ^ 7n F n;l/X 2 -y 7 (c 4 ?) F 

5 0 JgW47'nhnM > NetBEUI, TCP/I 

[0 0 2 4] 02^#jltTig^5 I PStt, ffig©» P, NWUV^, r-*'J (DLC) , fc4tf 

©7^-y F7*-At?Hffl-r?.C: tft'Tf 5. A p p 1 e T a 1 k£$t?tf, gij©|3£i34tf/3:;fctt 
fc3^S*XF^-X/7-F^-Xilj£© I P S77 40 *-yF7-*7 , nF3M>£#3S. MACF^Sl 

U^-b 3 y©^>X^>X(4, ff*L<li, ±Gtt 4 5, rctxliV-^*7Kl|®g)F7^^ F- 

**«S©«ffl!8H±-e^ff5ti, *X ^>U>^'F7^^, £ fc(±fl&©*y F7-*^F7 

F7-F*SWfc-r5**%ttWt49i:t5Wi nd >T/*(±. «7*-V7 Ffe4tfl^«i^-7*;VS fc(± 

owsNT(SSlSg)4. Of^U-f-fV^Xf ffl©eaaitfl^W!W4«H* 1 0 l fc0^^7x-X 

i,©SiJ»TT»fffS7x7lr-/^2 7 0 AH, *-y F £ftHRTSo 

7-?/-F±Tllffi£tl£>o M2K7F?1fit£<D%y F [0 0 2 6] *XF^-X©I PS©t^7Jtt, 7 7-Y^ 

7-^ l 0 0(4, Ha*©**BWi:U ffi«©S(©*-y i^XrA^OF, bi>X F V 7^-bX, ^bfc-b+ 

F7-^«am, Htt©-9— vrxfcHflW-Sfl*©** iym i ©feS7DirX©77'J^-b 3 y£^# 
fi»^(^C. fcfcxti, IkH^'V F7-^fi, 50 ts a M i c r o s o f t I I S & 4tf S Q L 
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•y h7-*7*-fcX77*U*-: VaV\L mmtZ>7u 

[002 7] *mwmMBMic£5'<yy<<y, /- 
K^-xosfflsas©^fflt«fc d , #£© i p s *x b 

1 PSit »SU<tt, *Xh^-X//-K^-Xl 
fig© I PSO-aPfcLT^ShStf, ffiI©*Xb^- 

7^>i psa, *xb/-KT§M**/<$-*yb*/B 

*T U * y b 7- * l~f -V 7 f ;l/ £ U V^l: ± 9 K»© 

[00 2 81 0 4 t«, I P S77y-r-V3>9 1 © 
-f>X*>X*^frU LfcA^TI PS-9— AfcLT 
ftffL5«*y b7-?/-F2 7 0^7fxt„ IPS7 

g|?n/c riKethod.ConiputerReadable Medium, and Node 
for a Three-Layered Intrusion Prevention Systemfor 
Detecting Network ExploicsJ tf&t%W%<t&M% i <r> 
*StB§itfE«©HJi I PSi:l/tftaSLTfc<fc<, £ 
fclr-^7 7'J ^r- a >fc itf/ $ fell £ ^ 7 y b 
77' l J^3>§tA/T't<f;i\ *7 r-7-7/-F 

2 7 OttlLT^ fp^MI^H (CPU) 2 7 2 

/SX (Hl^-tirf) *^LTCPU2 7 2tJ:Dt(Ul5 

t^>^0lcW]i^^yHU : Ei/3.-!l2 7 4 i:, fcfi 

7 6tt, ^*U^a-;l/2 7 4 fc»|W*C fctfT? 

/-F2 7 0©7-b777°B#fc^U-x^>^>X 
rA2 7 5%**y*5>:i-,rt/2 7 4 to- 
*»T?t, r^^>XfA2 7 514, 7nb3 

;bX#y7 9 0©>f>X£:/X£^t?;:i;tfT't, Sfe 
$IMS#2 7 6fr5n-KSftS*IEftAHi»S'XTA 

BltliptttiH^nfc TMethod.Node andComputer Readab 
le Medium for Identifying Data in a Network Exploi 

tj tm?%mmm*<Dmitim£mi<Dffiiiif3itM 

-;l/2 7 4 tn- FrJ^St-^^-X 2 7 7 rtfcttift 
3tU *v F7-^7Lx-Afc*j;r>VSfc{i>'^7 b© 
8?#r£{ffitT§f;:i6fc, I P S 7~7V J r—>'a >9 1 <D 
t^zL-;k fcfc*.kf I P S77y^— > 3 >9 l©-f 
>^-T^iEftA^tii ; &> ;! a-;I/©*g^7'n-fe7>x>'> ; 
^t«toTt!0R-r5i:f:«»-pt5 o ^7n-fexx>>? 
y£#&3 s-r y^iE«A£ttH77y y-s/ a y 
ts^tfl PS77*'jy->3y9 l£fi*atfCi:oi» 
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*Btb)St[5lf)fttili?n/i TMethodJode and Computer 
Readable Medium for Inline Intrusion Detection on 
a Network StackJ £STS[lf«fc*©*IlfiMiCfS 

[0 0 2 9] H5tti, *>y b7-^7 1 0 0© I P S© 
US/— K 8 5 h LTttftL? 50S*Wft*-y b 7—? 
/-K*^f. SS/-F8 5tt*LT» CPU2 7 2 
fc, ^X (H^-S-f) *ftl/CCPU2 7 2fc«J;D«* 

RrtiTfe d mmmr^zyym^m^m^- vmm 

10 ■t5<t?t»^Rrfi|&^tyt5; i -;l/2 7 4 i:, £H 

-f 5 <fc 9 fcaff rt^4bij© n y y b 2 

7 6tt, MVfJ^~)l2 7 4ta^TSClf:!b<-e 

f, |S|«tAxtcJ;D7^-bXortgT-S5o fcfcfcfcf, 
/- b* 8 5 ©7- b 7 y T'Bffc*'^— r y^Xf 
A2 7 5*^^yti/"a-;l/2 7 4 Jen- Ff 5u ttf 
If*, *"«U— f^y^>XfA2 7 5tt, 7"Db3;b 

x^-y^9 o©-r yz$yz%%ts 0 t^v-T^y-f 

^XrA2 7 5ti, I PSWS77'J^r-^3>2 7 9 
20 $$fflj£ft2 7 6A^7i7fU tS77 B ';y->'3 
>2 7 9£\ CPU 2 7 2 t cfcS^^RT^ft^tUt 
>>a-;l/2 7 4 tD-KtSctatCftf^Rr^TSSo / 

«B2 8 1 t-zmmmmz 8 2 

[0 0 3 0] Ba/-K8 50»ft#tt, AX7ai2 8 
l^LTl offtl±HaOf*Xh7r^l'2 7 7 A 

*v»L2 7 7 N*A*-T*j:1:*»t»**. £r*xb7 
r-r;l/2 7 7 A&V>L2 7 7 Nf±, ^--yb7-^^-X 
L, I P S77VT-: ^ 3 >9 1 A^giJS 
30 nfc/^-y bfej;0ytfcti7lx-A^r-^^-Xic 

iais^€§^ ngij^nrc^yy hiszzf/zrMy 

b *ITffi L 1 1 fflO-fe* a U t -f »S%^fr-r 5 » 
a^f, a»'>^*^+46tfE I P S£a;attai&&iE 
^%#tr 0 ^7^Xb77^;U2 7 7 Ai&^L2 7 7 N 
tt, t§«f*2 7 B±Of-y^-X2 7 8 Aiulgffi 
L, uy;UvZ 8 0 fc «t t) . r-^^-X2 7 8BE 
«^^ti§§T^ya^D»>^^-v7r^;l/2 
40 8 1 A£^L2 8 1 NtC3y/W;l/-f§i: tffX'%2> 0 

^yyWM'o^yf^y-y r^>i2 8 1 a&^ 

L2 8 1 Ntt, M31t?.^7 L ^Xb7 7^;l/2 7 7 Aft 
0^L2 7 7 Nt^3i5nS?E?'>^*^-V*S , r-fil« 

a*^*, ^x+xb7r-r;wc^sn§ io$fc{±s 

»©ffi^£g-ri&8%^trc: i:A^T*t So SH/- K 8 
5©jtf^#tt, AX1SB2 8 l*^LTOI PS77'J 
^r-^3^2 7 9©77-f7>b77y^-i/3>fc© 
?t|g^jiLT, T-M-X2 7 8 Bfcf&lfrJtlTVS 
l^ffctili07-y>i»if)pjf t -y^f t 7 7 ^ 
50 ;b (*K«»Tf{i«ELT rs/^^+^r^j f:fe» 
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Sti5) **yh7-*lOO*©l"3$fc»«»0y 

- Feessr 5 <t ^ t, way- f 8 5 tmawicffi^ 

L5 5„ &£W±, •>^t77'T;l/Z8 1 A4l>L 
28 1NI1, 3>/<*h7VX*, Ittm7l^>7;l>:r 

w x * , s ft ttgijo*- * 3 > e a - * 

ir&K^t^ftKf&wu hy-^ i o o*©y 

-F2 7 OK-fyXh-;PLTfe±li\ 

>2 7 9«, jfftLOi, C<D± 54^*^+77^ 

;P2 8 1 A4l^L2 8 1 NT^Tf ftii^© lO^ftJi 

h7-^ 1 0 OfFO loSftfi 10 

«aoy-FtgjM-rs«i:5ti!i^RrffiT*So »il 

<{±, I P S77°U^r— >3>2 7 9Ji, /-F85® 
Jiff#t<J:5=iv>FOA**ffiJt1-«ft«>fc, tti7jg 
M2 8 2±T^7Y#;ba-+fV>*7x-X£Mt 

[0 0 3 1] H6tli, A#g0j5©*;^;Mi8§fc^-t£ 
XtfffiloS^^Ol/ilfl^XrA (MTS) 3 0 0£ 

{^B^^W^ilfii/XrAS 0 OtcOl^T, 
GSM (Global System for Mobile communications) 

2ftf\ BfflttW^©**lWi:-r4 G MT S 3 o Ofi 
ffiLT, log;fcf±JtS©£ftS/XTA (S S) 3 0 5 
ft^L3 0 6fc, */Vf;WH3"9— ex£io£ft{±}I 

»o^w;i/aHS3 5 5 Kmrn-zmawsXTL* 

(B S S) 3 4 04^L3 4 1 t£^ty 0 f W;V«88 
3 5 5fi, *>W;M**4:LT«!iL5 5, «B*rA 
ftf W «y 7 h 7n y tf a - * , jfcgflA 

1»8US*, ^— », f-JSI«t;I/7m £ftttffi! 

;M$2»3 5 5B, SBSS 3 4 0 4^L3 4 1 ftt^S 
tl5 1 -3Sft[«I|!(£DJM§fISit!l^ (B T S) 3 5 2 A 
4l^L3 5 2 CfcJ:tf3 5 3 A4l^L 3 5 3 C tfigffl 
^f5o &B S S, Tctxl£ B S S 3 4 0«il$> 1 "3 
S ft{±S»0«!aW{i:^«ft BTS, ft t *tf B T S 3 
5 2A4^L3 5 2 C**&a 1 0©B T S ?;l/-7, 
fcfcfcff BT S^/b-73 5 2 4VL3 5 3© lOti, 
^BSS34 0^L34 1 ft ££5*1, h7 
-^n^hn-vfcfeBfifftSgifilavhn-v (B 
SO 3 4 5ftVL3 4 6tJ:t>Tflfa*n*. ftBS 40 
S 3 4 04^L3 4 1 fi, 3£$->XxA3 0 54VL3 
0 6F*jfc^£ tlZ& ; &WA'V-V7>im-by2 (MS 
C) 3 1 0 4VL3 1 1 fcfflflU etKcioTSJH? 
n§ 0 <0^?cDBTS 3 5 2 A/5:^b3 5 2 C43 < i;D : 35 

3 A4^U3 5 3 ca^n^n, «aaf-+*>i/-by mc 

fcli8S©^>r;l/«883 5 5IC-9— ex«MW « 0 
Lfttfot, §B S C 3 4 54^L3 4 6f±, CftfcJ: 
oTffl»£ft5}IS©B TS352AS^L352Cfe 
<fctf 3 5 3 A4VL3 5 3 C J tft J Fftfc:ttlS'r5JfiS© 50 
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[0 0 3 2] 5^>Xfi,3 0 54VL3 0 Gltttl? 

#«M-F'>x7«5«ttfV7F7x7^fit?n5 
WRO«fl|3.-y h£^t?„ ffibT, &S S 3 0 5ft^ 
L30 Sfi^ft^ft, MSC3 1 04^L3 1 U W 
?-n^—> 3 yl/->^^ (VLR) 3 7 54<^L3 7 
6, *-Any-> 3 yk>*X^ (HLR) 3 7 04^ 
L37 K ffitfeV*3 8 14VL3 8 2, fc<fctf«88 
IffiiJ 1^7X^3 8 5 4VL3 8 6£^t?„ MTS 300 

fa^mmfctt'U mms 55a, #-aw>x* 

fi«-r*«-T»(4, H L R 3 7 1 ft/W«3 5 5© 
*-Ab->*X?^It„ HLR3 7 ll±, sfc-Ab^X 
*fcJ!t£2ftftHLR 3 7 1 £^ff 3^/W;I/$l88©7 
P77l';l/*#€fT-^^-XT*feS. HLR 3 7 HC 
&tt?>t^;M$883 5 5©7a77f ;H*3C#3;ft3 

(I ME 1) , «?->U7;bt>^- (ESN) > *5<fc 
tfStMt* * - * WiE/ <5 ;>< - if , 4 5> 0FK toA 
fc^tft^-H'X^IIT^^-teX^yrS (A 
PN) Hi)DA^-HX/^><-^^^o iJPAT, *M 
-<;V^§3 5 5 ©H L R 3 7 1 7P77-Y;Hi, MT S 

3 0 ort©lfi, *fctt*atb*»-3Tv^*^W;VT 

5 5©D7"-V'3>{CMlt§T-^, fth^. 

{fn-7"-^3>xU71SiJ?^t?o ^<Y;M$g§3 5 
5(cMa-r?.HLR 3 7 1 rtKSSnSn^r-S/ayr 
-^tt, !)WttS©t>©T?fe5o tftto^, t/W;H« 
883 5 5^MT S 3 0 0 %fflLT»»"r«t"3tlTSft 
t^o SMS C 3 1 04<^L3 1 1 tt, 20iX±©B S 
C 3 4 54V^L3 4 6*SH|-r*Ci:#-Pt, S^tt^ 

IWHC-rSfcfct^ 10©*©#BSC3 4 54t/^L3 

4 6*^MSC3 1 04V^U3 1 It cfcoTfflffllSftT^ 

[0 0 3 3] VLR 3 7 54^L3 7 6H, MSfSM 

5 C 3 1 04V^L3 1 1 (cioTil&^-exilift^tl 
Tl^f^T©^^;l/«883 5 5tOV^T©1ffg^ 
Cyr-^^-XTfeSo fefc*l£, VLR3 7 6f±, M 

s c 3 1 i cjjtiT*- exiiffi^nTv^s^u;!/ 
astima-rsisifi*^ Lft*^Twati.Bsc 

3 4 6tcJ;^TSiJlS2n?>BT S 3 5 3 A4l^L3 5 3 
Ctc J; o Tilted- E'XMtt^ftTl^t^T©*^ 
;l/«SK:BBa-r51Iia*dtr. ^W;HBB3 5 5A^, 
giJ©MS C(C«tD0Jffll?tx5BT S©-tr;U*^b-v?x 
■)7fcAS, /cti(foW«3 5 5^ BTS3 
5 2 CfcioT^^ns^j^U- -7xiJ7tcn-5> 
y-TSt, B T S 3 5 2 C!cPS§"f?>S S 3 0 5©VL 

R 3 7 5tf, t/WA-ltSS3 5 5 icmmtUaXmm 

ICD^T, &WfrWB&3 5 5©H L R 3 7 1 fcffiV^ 
fo-fr^o ^^T\ COflHBtfV L R 3 7 5 tCgM^tl 
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5o IrKSC, VLR 3 7 5AV ^W;l/»S3 5 5©fr 
Ll/M4B^1-n^-i>3 >1fffl^H L R 3 7 1 tffiM 
fSo #<^T% ^Vf;mS3 5 5{cHji-rSHLR^ 
D7r^;W t/U;Ht»3 5 5 ©ffiUfcag** J: 
•5tHfr£ft§„ COD^r-S/3>fiatt«tLT, n^r 

-fil/f'WX3 5 5(cPJ§-f3VLR 3 7 5fcfra££ft 
SfitffifCiDflSLT, fztAli&WjUms 5 5©H 
IlfeitflJA^-H'X/^-^fco^T, HLR37 

<ktf^V;«3 5 5©©StfWtM3o iioJ;^ 

mZt&mLSLvktZhZK. SS 3 0 5li, 

5 5taa-9— If XUffif -tr-y h 

fc1f$B*£*5o tet> V L R 3 7 5 fijlST, HLR 
3 7 1 iDfclEflft^VfjMMga 5 5 (CO^TOlf $g 
fctxkt VLR 3 7 5«\ ^V;l/ffl8g3 5 
Sfctf- lfXS«LT^S«fi£0B S C*3**B S CH 
SJ?*^*^*. 20 
[0034]&SS305&l/>L306«, gSS30 
5&V->L306©HLR3 7 0&V>L37 HCg^t^ft 
SUSE-trV^ (AUC) 3 8 1 ftt/^L 3 8 2 5 
So AUC 3 8 1 &!/>L3 8 2fi, €/W;l/R3 5 5 
&V>L 3 5 6*KEtS fcl&fc:, ffiSEM7;rf-**H L 
R3 7 0&^L3 7 HdHRfSo A U C 3 8 1 Sl/-»L 
3 8 2W\ ^W/Mfg§3 5 5 fcoaifcS^KtSfc 

T, S S 3 0 5&VL3 0 6ti, 1 oSfcfcHffiBW)^/* 

4jmmz-mcmm5rctbicm8i-$nmm®m% 30 

KrfflJ^^KISS'J^^X^ (E I R) 3 8 5fc^ 
L3 8 6r-*"*-XfcflM.5o EIR 3 8 5£l^L3 
8 6 MT S 3 0 0{C&tt&-9--t£Xgjf<T 

[0035] ittx&jy*-*? h-t-vzzmm 

Sfc&fc, GPRS (General packet radio service 

s) fcMTsaootflM.Sufctf-etSo gprs 

li, BSSgmiSO^-y h£gJ©r-*-9— ex? 
fe5o '^-y r-T-**«y h- 7-7 3 6 0ESH*bT*il 
S-fyX-^'y h-9--ex^GPR St7^-trXTi>7c 40 
i6fc, y-h-yx^GPRS+r^-hy-K (GGS 
N) 3 3 0A^i^MTS 3 00t^«)Stl5o 1ttZ.ll 
iWv r-x-27n h-n;l/ (PDP) -b>y~>3>£Dg 

i iav^t>-e3fg8«ai©nfT^ i -osfctHia©-* 

-exjf«G P R S b /- F (SGSN) 320 

a^L3 2itf, *;W;l/*|§33 5 5fcGPRSU--e 
X'MDTf-tzXfcilflW- Sfcl&K:, MTS 300tff«> 
BftSo LfctfoT, GGSN3 3 0li, hf- 
?*7h7-^3 6 0^©*/V;I/SM$'Xt A3 0 0 50 
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0-f>'*7x-X*««U -7j> SGSN3 2 0&1/^ 
L3 2 ltt, t^Wi«3 5 5tf, t/W;HIfii/X 
rA3 0 0^V77X h7^f tS^UG G S N 3 3 
0, l>l^Tl^^7 F7-£ 3 6 0 fcilfg 

[0 0 3 6] GPRSi^t'VMWgfci, S-fjg^ 
HfcHfr-f 5 c t fc J: ?) /^<y F t-** >y F 7-7 fc 
77-trXLT&ii'\, A^frtsxJf, * 
A^;l/Kt^-exgiitLT^§ S G S NfdSKgjfc 
^ - y -fe-i/fcjSgtS C t J: o T BB&SftSo fi»J^« 
fc*Wei±» */W/1/fll883 5 5tfS£B S S 3 4 It 
±DS«SftT^S-fe>l/rtfcfc*. SGSN321H, 

ai^+^t j: t> b s s 3 4 i icmmn, ltz.&? 

Tt/^;V«»3 5 5tGPRS-9--ex%SWr*« 
tt£ffi?o #VT\ S G S N 3 2 1 H\ ^V;l/«§§3 

i/zu l r 3 7 1 tcj^i-rs., &W)um<Dwma. 

*'W;U^©*-Al^>*X*&5t £S S 3 0 6 (cfe 
ttS&ffEfa-^OS G S N 3 2 1 t <£ W^fctf 
%%A,T't>£l\ fcfcAlf, SGSNti, AUC3 82 
ZfcltE I R 3 8 Q\Cffl\,^t>#5o CfttCJSgLT, 
H L R 3 7 1 *mS1i«S6>tftn^r-: y 3 yHfr© 
>SSg£ S G S N 3 2 1 [CiMfg-fi-o 
[0 0 3 7] /Vry hiifltSStoSfefet, 
^/W;«3 5 5fi^v>T\ iSnm /-ci:*.tt"PD 

•yb-i/'A^W;Hi^3 5 5frf> S G S N 3 2 1 fc£ 
jM^tX^o ^^T% S G S N 3 2 1 G G S N 3 3 OtC 
ny^^f^tD, PDPE|)]?rg^-r?>o GGSN3 
3 0 14, r-** >y h 7-^7 3 6 0 3^6©/^ >y h r- 
*^/^;V«8i}3 5 5tag^-r-f V^rscfc* 
T't5i3t> ^^;l/M§3 5 5t-9"-ex*|«LT 
^5 S G S N 3 2 1 ©7 Fl/XOE«*ltJW«. 
T\ G G S N 3 3 0 fcL t / W;HKS^»JO S G S N t 
i o T+J-- exa«$ fLi) B T S (Ccfc <3 £ 

5 5* S SGSN32 OtiraT^-^XfidtSn^BT 
S 3 5 2 Cfc«tt)g«?n5-t:;l/ta-5>i^5i: 
t, SGSNTKUXfcMfrfSo 
[0 0 3 8] *58HO ; E/W;Hl»tt, *vh7-^3 
0 0t©lfS©^Sff%i£l-r5/ia6t, *-yh7-7 
X^-y ^ 9 0O^yX^>XSfctt j e©^}g*«H#'r5 

#1 0 1 tt, €/W«3 5 5 BTS352 A^ 
l^L3 5 2 C43<fc(i/Sfcfi3 5 3 A&^L3 5 3 C© 

;«3 5 5tt, ^«yh7-^7X-F2 7 0©S^ t 

^^^CPU 2 7 2, ^tU ; &> ? a-;l/2 7 4 

*, S/c^^;l/«g§3 5 5^I PS77°U'7-— >3> 

9 1 *mn?&*5£m^m%£5tmm»2 1 e 



(11) 

19 

±2LfcJ:5fc, I PS77<J 
^3>9 1(4, ^'fTyhfeitf/lifctttf- 

i/ayfis ff3;L<J4, t/S-i7l/$g§3 5 5T*fSJ#2ft 

3 5 5VMfr ifcSWifflfctf S S 3 0 6{C<tD 
*v F7-^3 0 0±T'ltfTU */W;MIS3 5 5 t 

9 l©7^7>F77y^-*3>©llft£ffiji1- 

So fcfcfctf, ^W/Ua»3 5 5ti3^T^iEffAH 10 

mjtyhwsabt&zstcs ips77u^— > 3 > 

9 l ^|iJffl-rsvi/>I^^DBl^>^-5 L +7r^;l/ 

**>umm 5 5ta«-rs 0 way-Fs 5©*i 
fiitta, ss 3 0 5fc4:y , 3 0 6i*i©tii77 o u^->' 

a>2 7 9%Hfrf5CPU*#tfiii:k:J:»)3cai^ 
§§3 5 5fclRltt£ftS*-y b7-^*£*£tBL[B±t 

[0039] *^©jg»*OTt«iJ^-r5 0 

[0 0 4 0] 1. €;V;loifg*7 h7-^ (3 0 0) 20 
{Cfc'^TiM(££^W;M8§§ (3 5 5) T*ot, 

fp^sm^agB (272) iczzm&xzfnnnrz 

i.y^Utv'a-A' (2 7 4) M^U^a-ZV 
(2 7 4) tC^$n§^EflAMtB77 , U^-^3y 
(9 1) ^fTtSiatB^Rlffift^U—f-fy^ 

->XfA (2 7 5) fc, *«**t^-r^«B. 

[0 0 4 1] 2. tuE^b— T^yf^T.Th (2 7 
5) tt, 7nFn;bF7^ (13 5) fc, it*7** 
XfrJfflJFv^ (14 5) i:, F7-*X 30 

^•y^ (9 0) MIBTOfSA^ffi77U 
(9 1) (i, ME7nhn;l/Fv^ (1 3 
5) hi!Mft:7^-teX«F7^ (1 4 5) fcfcjg 
tftttt^ttfcffH Kv^fcfii**, ±IB 1 EiK©^ 

[0 0 4 2] 3. fuIB^iE«A^ffi77'J^-i/3> 
(9 l) f4, *S£7o-feXxyi/*:yfc, AtB;W$W 
•Vf:, fcSSfcH*, f!iBAai*SJ»H'-Vf±, ->7** 
^•V7T-T;l/ (2 8 1 A£l^L2 8 1 N) %§{IU W. 
i/ 7 7 4 At (2 8 1 A£^L2 8 1 N) £fuE 40 
SS^n-fexxy^'y tflcr a 5 UUhmmvib 9 , M 
fEI&&7p-feXxy>>"y(4, HufE^^f-v7 7'i';i/ 
(2 8 1 A%l>L2 8 IN) 4fliLTT-^yh 

zBffit%£oicmmm-?h%, _ttai s rc«2tB« 

©*/<>OHMB. 

[0 0 4 3] 4. ffifflftft (2 7 6) ££P>lCfit;i, K 
ffitMStt (2 7 6) tt, «»©->?*?■+ 7 7^/1/ (2 
8 1 A&^L2 8 1 N) cD-r-^-X (2 7 7) £$t 
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[0 0 4 4] 5 . HuIH^iESA^tti77'; 3 > 
(9 1) (4, MfE->?>f-+77-f^ (2 8 1 A£l>L 
2 8 1 N) F©B©tt*&&aiBiJU ffl8 

mmunzt. mgr-***? vmiEmx\m 

[0 0 4 5] 6. ii]ES'?*?-+7 7-l';]/ (2 8 1 A& 
ft 2 8 l N) fi. MIBr-^/^-y h^ESAtcfB 

a-rstoTfesfcttssnsi:. MiE7D^y^ (2 
72) mm^^v^zzmtzm**^ ± 

IB 3 ftl^L 5 ©^■fttfr-SIEKO*' W)W„ 
[0 0 4 6] 7. HfiE^EflA^tb77U^—>3> 
(9 1) (4, MfEt/V/Mtg§ (3 5 5) ©^EftAfc 

E^V;MKS (3 5 5) 14, ^jEfiAtMa-rsi'^ 
yFr-**t([E*-yF7-* (3 0 0) ©WS7-F 
(8 5) fcgffi-rSi^Kil^Rl^T-feS. liBlftl^ 

[0 0 4 7] 8. l9EWa/-F (8 5) (4, W)l 
ai*V F7-7»>XrA (3 0 5£V>L3 0 6) 

[0 0 4 8] 9. *IEgAfctfJ$'XTA£ ( gg*S*<y 
h7-^ (3 0 0) ©7-F (8 5) T'Sot, fp£SS 
gffiSSM (2 7 2) lcJ:5«!l5*«J:tmfT©fc«>Kv 

H->*a-* (2 7 4) 7DF3;l/F7-r^ (1 3 
5) fcj;y'^7^-bX$iJ«]F7^/^ (14 5) 
S*-y F7-7X2-y* (9 0) ^lEftAfS^ 
•>XfAfI77*'Jr->3> (2 7 9) fcHfrtSJ: 
5fC»^RTfllft^U— r-fV^>XTA (2 7 5) 

*t!i*, tuEea77u^-^3>' (279) (4, 

*-y F7-^rM^-^^^*f§x*XF77-r;l'A 
7J (2 7 7 A4VL2 7 7N) *SfiU huEt*XF 
7 7^/bA^ (2 7 7 Aft^L2 7 7 N) 

+ v -> y^^gj o Biiga j; -y ^ 

(2 8 1 A^V^L2 8 1 N) t^SlfSJ: 
5tftfFRlin**»), huEZ-F (8 5) 14, mUKHtt 

ay>^^UTiiE5/^f-+77'-r;i/ (2 8ia^ 
v^t2 8 1 n) ^t/w^am o 5 5) tesstsi 

[0 0 4 9] 10. tuE«iJiS^U>7(4, 
mm (3 5 5) fc^Gf^U^SifB^-y F7-^ (3 0 
0) ©3SSflS«ia (3 5 2 A^l^L3 5 2 C, 3 5 3 
A4^L3 5 3 C) T?»«t5, ±E9E«©y-F D 

[0ffi©»*M 

ran «affitcj;53vtf3.-^i/XT-Asa^ii 

[02] *^©H«6^(cj;5^-yF7-^^-X 
*Xh^-X£c£t)V-F^-XgfiSc©^iEffiA#! 
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to 

[03] fernm t & % mm%.% vw-t-fuyu 

[H5] *fSHfl©HM^(i:j;5^IEftAffi»vXTA 
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9 0 *7h7-n^7^ 

9 1 JpiEffAttlHT^y^-S/ay 

2 7 5 y^i/Xr A 
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